
On-premises versus  
cloud managed networks
An examination of the common perceptions 
surrounding network management.



In the battle between network vendors, much of 
the differentiation has come down to how the 
network is managed – via the cloud or on-
premises. Most of what we’re led to believe is 
that cloud is better. It’s more affordable, flexible, 
adaptable and manageable – so the argument 
goes. Others are firmly on the side of on-
premises, citing security, ownership and control 
as merits so compelling they can’t 
be overlooked. Muddying the waters around 
these debates are prevailing perceptions that 
are often taken at face value. Under examination 
however, a new, more realistic picture emerges. 

If you’re debating which model is right for your 
organisation, this paper will help clarify your 
thinking. We separate fable from fact as we bust 
through the opinions, ultimately providing a 
measured and honest look at managed 
networking options in the modern enterprise. 

 Perception 1: 

Cloud managed  
networks are cheaper 
Perception 2: 

Cloud equals better 
monitoring and user 
experience
Perception 3: 

On-premises beats cloud 
for uptime and availability 
Perception 4: 

The cloud is less secure

We take a closer look at these common 
perceptions so you don’t need to:
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Clarifying the terms of  
reference in this document

The Cloud
The definition of cloud computing has evolved over the last 
decade, and rapidly so in the last few years. Where once 
it was pretty cut and dry, referring to servers and/or data 
storage that ran in the cloud (i.e. a data centre, somewhere) – 
today the focus of cloud is more centred on the technology, 
structure and the way services are deployed, rather than 
simply where it resides. 

At its most basic, this on-demand delivery of computing 
services – be it servers, storage, databases, networking, 
software, analytics or intelligence – via the internet, with 
pay-as-you-go pricing has reshaped the IT landscape. Even 
though there are exceptions, when we discuss cloud, we’re 
primarily talking about this consumption-based, as-a-service 
driven model that can deliver faster innovation, flexible 
resources and economies of scale. 

Network Management
Here we’re referring to the process of administering and 
managing networks with the objective of achieving visibility, 
reliability and ultimately the reduction of risk through an 
interface which is delivered via the cloud, or on-premises. 
This includes fault analysis, performance management, 
provisioning of networks and maintaining service quality. 

Cloud Managed Networks
Combining both of the above definitions, cloud managed 
networks take traditional on-premises network management 
capabilities and deliver them in a cloud-based model.  
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Perception 1: 

Cloud managed 
networks are 
cheaper
There’s a long-held perception that cloud 
solutions (broadly speaking) are cheaper. 
But it’s here that we need to remember 
that cloud can be a forever cost; it’s over a 
defined period for as long as you’re using 
the service. In the short-term, we find that 
most financial models support that cloud 
is cheaper initially – but in cases we’ve seen, 
there tends to be a tipping point around 3+ 
years where on-premises balances out, and 
then it becomes the cheaper option.

The capital outlay
Cloud Managed Network

There’s typically no capital outlay for cloud, apart from some potential set-
up/onboarding fees (which may also be apportioned in your periodic fee). 
You have predictability with fees, so it suits an opex budget.

On-Premises Managed Network

Depending what your existing infrastructure is, there’ll likely be capital 
outlays for hardware and software. Like all on-prem infrastructure, you 
need to consider your maintenance and upgrade overheads.

Config & setup
Cloud Managed Network

Cloud solutions do come pre-prepared, sometimes in a few different 
flavours. Planning, set-up and configuration is generally simpler – one of 
the advantages of cloud is that it’s quick to ‘turn on’. The caveat here is that 
legacy and mixed environments will likely not fall into this single-pane 
management view.

On-Premises Managed Network

There is more to consider here including infrastructure (wired, wireless, 
legacy, mixed vendors, etc), site locations and connectivity, and what 
visibility and control you want. There are obviously additional requirements 
around configuration which do translate to time and money.    

To go a bit deeper, it’s important to 
consider ALL aspects of cost:
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Transitioning
Cloud Managed Network:

Quite simply, you can’t just plug a cloud-based 
network management solution onto a legacy, on-
premises, or mixed network. It requires phoning 
out of the network which needs additional changes 
or products. The ability to cloud manage comes 
from the hardware (and software) and is more 
about the supportability and connectivity between 
the network and the cloud. And as we’ve said 
previously, if you have a multi-vendor environment 
it’s hard to achieve centralised control. While 
network monitoring tools should be vendor 
agnostic, it depends on the vendor and which 
third-party tools they support. So often, a cloud 
managed network is typically a lift-and-shift 
proposition (unless you have a “greenfield” site).  

On-Premises Managed Network:
There is more familiarity with the set-up of network 
management tools when they’re on-premises. It 
doesn’t mean there’s a utopia solution that will just 
plug in to any, and all, elements of your network, 
but you can avoid the cost and disruption of a 
complete rip-and-replace. There are far too many 
aspects to consider here that we’ll have to tackle in 
a separate piece!  

Existing infrastructure
Cloud Managed Network:

This is an extension of the previous point and depends what stage 
you’re at in terms of refresh – greenfields, wired and wireless 
upgrade, partial refresh, etc. If you’re moving from on-premises to 
cloud, it’s an all new hardware and software proposition. In addition, 
consider how dispersed your network is. Having many sites over a 
large area can tip the scales in favour of a cloud platform as you’ll 
avoid the need to deploy the many nodes that can come with an 
on-premises solution. 

On-Premises Managed Network:

No one wants to consider an investment wasted, so if there’s parts 
of your network infrastructure that you want to retain there is more 
chance to do so with on-premises management solutions. However, 
this can be influenced by your devices. Resolving any compatibility 
issues with the core and edge network fleet will introduce 
complexity and cost.  
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Growth and scalability
Cloud Managed Network:

Scalability is without a doubt high on the 
list of advantages of cloud. From a network 
management perspective, this means 
new devices can be plugged in, turned on, 
automatically configured and managed 
– even at remote locations. You save on
time and IT resourcing. If you need to add
hundreds or thousands of devices to your
network, the cloud solution is easier to scale.

On-Premises Managed Network:

This is one area where on-premises network 
management can deliver the same plug-
and-play experience (depending on the 
provider) with automatic provisioning. There 
are however differences when it comes to 
provisioning new, remote sites with additional 
configuration steps and time often required. 
Also, the ability to scale quickly to absorb an 
influx of new network devices depends on 
your existing hardware and often takes time 
and planning.   

Maintenance costs
Cloud Managed Network:

Costs associated with firmware upgrades, 
software updates, security and patching, 
and maintenance licences are rolled into 
cloud pricing. This means your network 
management solution is always up-to-
date and unexpected costs are eliminated. 
Whether this makes cloud cheaper over 
the long term needs to be considered with 
respect to compounding costs and a fair 
comparison to the on-premises alternative.

On-Premises Managed Network:

If you can remove unpredictability and work 
with a network specialist that will help you 
understand the immediate and long-term 
costs associated with upgrades and licensing, 
your TCO comparisons will be surprisingly 
positive - particularly if you take a short vs 
long term view.
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Perception 1: 

Cloud managed  
networks are cheaper

Ask yourself these questions:

Are you retaining any of your on-premises 
equipment?

1

2

4

In a nutshell 
On-premises networking solutions 
usually require more planning upfront, 
however the flexibility to adapt, 
customise and optimise the network 
is an attractive proposition. Others 
opt for a cloud solution in a bid to get 
everything up and running quickly 
with lower, predictable, costs over the 
short term.

3

7

Have you calculated the ongoing cost of 
maintenance and upgrades for both 
solutions?

What cost model (opex vs capex) best suits 
your business?? 

What is the true cost of moving to the cloud 
when calculated over three or more years?



Perception 2:

Cloud equals 
a better 
monitoring 
and user 
experience
It’s here that our definition of what cloud 
represents really comes into play. What we 
expect from a cloud-management platform 
is that we can access it from anywhere 
(via the web) and that we can control and 
see everything in one central, easy to use 
application or interface. With this in mind, 
native cloud managed networks place a 
big tick in that box. However, on-premises 
network management can be set-up in such 
a way that many of these cloud features are 
available – and the ability to customise is 
only limited by constraints of the platform. 

In-house expertise
There is a feeling that cloud platforms are “prettier” and more intuitive in terms 
of how they operate compared to on-premises solutions. This can provide an 
easier learning curve for network management staff, so in most cases that would 
meet the criteria for a better user experience and less in-house expertise needed, 
however they’re not foolproof. 

On the flip side, on-premises solutions can be said to deliver a better monitoring 
experience. While you may need more knowledge and experience to operate them, 
the trade-off is that you can better customise the solution to meet your needs and 
deliver more insights. 

If in-house expertise is a major issue for you then cloud may be a good choice 
as long as you can get the capabilities you need, but you could also look at 
outsourcing either option instead. 

The ease of cloud
Cloud networking vendors have ploughed plenty of money into developing 
extremely user-friendly interfaces. Today, a single pane of glass displays the entire 
network, with easy drill downs to network specifics. Deployments are simplified 
(often with zero touch), wired and wireless management is unified, users get broad 
visibility and control, dashboards and reporting are first-class, and even distributed 
environments are easily managed on these platforms. In short, they offer amazing 
end-user experiences, as long as you don’t have a complex, multi-vendor legacy 
network to manage as cloud network management platforms can have limitations 
around what they can manage.

In comparison, on-premises solutions can be much more specialised and siloed, so 
you end up with multiple network management tools. While that makes the whole 
process less unified and more complex, it’s better able to handle those difficult 
legacy network configurations. The ease of on-prem is that you have complete 
control over the platform and that means further flexibility, in some cases, to 
customise the interface to show what’s most important to you. 
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Maintaining control
Some organisations prefer to keep network monitoring on-premises because 
they maintain a level of control not possible with the cloud. For example, 
on-premises platforms provide capabilities to configure and evolve solutions 
to precise needs, all while achieving near on-time data collection and an 
accelerated response to issues. And if the ship begins to sail off course, the IT 
team can return to the helm and dictate the new direction or overall strategy 
themselves. 

That said, other network administrators prefer cloud due to the out-of-the-
box configuration and simple interface for customisations. So, while the 
network data that is collected may not be under their exclusive control (see 
the next point), this is offset against the amount of work the network team 
have to do and how quickly they can identify and resolve issues.

Data availability 
Network management tools typically collect and store historical data for 
configuration and management changes so that troubleshooting is easy 
to map back and rectify when a problem occurs. It can hold old firmware 
versions and be used to schedule updates, however the largest consumption 
of data and the need for storage is to collect polling metrics from the 
devices being managed and to check through all items and make sure 
nothing is wrong. There are also regulatory requirements to consider such 
as government organisations retaining data for 7 years. With on-premises 
solutions, you’re in complete control of your network data and where you 
store it. Just remember how quickly it can accumulate as the costs of storing 
can quickly escalate.

On the other hand, cloud solutions may have limits on how much or how 
long you can store data and where that data is stored so your data needs 
could be a key decision factor in choosing an approach.
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Perception 2: 

Cloud equals a better 
monitoring and user 
experience
Ask yourself these questions:

Do your in-house resources have enough 
bandwidth to be ‘hands-on’ with the network?  

Are they sufficiently trained to extract 
maximum insights – and therefore value – 
from your network?  

Would it be more valuable – from a cost and 
outcome perspective – to outsource the 
management of your entire network? 

What are your data governance requirements 
and how will this affect your choice?

1

2

4

In a nutshell 
This again comes down to a 
question of time and ability to 
customise an on-premises solution 
that will fit your network (wired and 
wireless) like a glove. Visibility and 
the user experience may be granted 
with a cloud solution, but equally 
achievable with on-prem. It is no 
less work to manage a cloud-based 
network, vs on-prem, provided you 
choose and configure the right 
platform for your network.  

3
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Performance 
This is one key area that is hard to build a definitive argument for on either side of 
the cloud/on-premises debate. What you can argue for is the amount of control 
you have over the performance of your network management solution, and here 
on-premises definitely has the edge. As we’ve talked about previously, maintaining 
full control of network management is a key factor for a lot of organisations. When 
it comes to performance, there is more you can do to improve poor performance 
with an on-premises solution around faster, higher spec hardware, different software 
solutions and the monitoring paradigm - but of course that then also comes at a cost. 
The more important question is value. Will better performance actually improve the 
outcomes and deliver enough value?

Perception 3:

On-premises 
beats cloud 
for uptime and 
availability  
With a network being the lifeblood of an 
organisation, reliability and uptime is one of 
the biggest concerns. On-premises network 
management solutions are often heralded 
for their superior availability – which is to be 
expected given their lack of dependence 
on the internet – with no impediment to 
monitoring and collecting network data in 
real-time. In contrast, cloud solutions are highly 
automated and, when connected, visibility 
and resolution is without fault. However, 
connectivity issues and maintenance outages 
mean redundancy should be built-in. 
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Service availability 
We all know Internet outages do occur so straight away you know that 
there is an edge for on-premises based solutions here. Then you have to 
consider planned outages for maintenance as well as unplanned outages 
for cloud-based solutions and the argument edges further towards on-
premises. However, it’s not quite so cut and dry.

Even if you lose access to your cloud-based network management tool, 
your infrastructure will still continue to run. You just need to hope that 
nothing goes wrong while you’re off air. For most businesses, internet 
access is a critical service so you may already have a redundant connection 
option available.

Planned outages can also be managed so it’s really just those unplanned 
outages at the cloud end that leave you unprepared. In this case, having a 
lower level option on-premises that just monitors the essential services may 
be all you need to mitigate this risk enough to be happy. So, while there is 
definitely an edge to on-premises here, it’s not a knock-out blow to cloud.

Real-time monitoring & issues resolution
Network management relies on collecting network data – the faster the 
better. This data is used to optimise and improve network performance 
(proactive management) as well as identify and resolve issues (reactive 
management). 

There are a few extra paths that your data needs to traverse in a cloud 
managed network, and they are the paths that you largely have little 
control over so there is a case to answer that cloud-based solutions may 
take longer to trigger alerts and allow resolution. However, in most cases, 
the differences in time is measured in seconds, not minute or hours. So 
again, maybe a slight edge to on-premises but nothing definitive.

The new network 
Aruba’s just-released CX platform has been built from 
the ground up to be cloud-centric, however it’s not all 
cloud based. The core operating system (OS) is based on 
techniques of cloud services – modularity, scalability and 
accessibility – allowing you to update one piece without 
affecting network availability. You might say you have a 
cloud switch that’s not necessarily in the cloud. 

Learn more about CX in our blog > 
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Perception 3: 

On-premises beats 
cloud for uptime 
and availability  

Ask yourself these questions:

Does the on-premises networking solution 
include remote access capabilities?

Does the platform collect granular, real-time 
network data to enable issues to be identified 
before they become a bigger problem? 

Do you need to have failover measures in 
place to maintain network continuity? 

1

2

In a nutshell 
When it comes to availability, uptime 
and performance, there isn’t a lot to 
separate the two options. Even on-
premises solutions can experience 
outages with hardware failures 
or software crashes so they’re not 
foolproof. 

With 99.999 SLA guarantees now 
commonplace in cloud-based 
solutions, that equates to 5.2 minutes 
of unplanned outages per year. If that 
presents a major concern for you, 
then you probably have bigger issues 
to think about with your network than 
the management of it.

3
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Perception 4:

The cloud  
is less secure
Discussions around cloud inevitably lead to 
its less than stellar track record for security, 
causing many organisations to kill the 
discussion before it even starts. While on-
premises solutions keep data in the hands 
of the organisation, data security in the 
cloud is handled by the cloud provider. Of 
course, it’s illogical to think that just because 
the servers are under your control and not 
someone else’s, they’re more secure. In the 
end, a solid privacy and security strategy is 
the most effective way to secure network 
data, regardless of whether or not the cloud 
is involved.

Security in the cloud 
Security concerns remain the number one barrier to a cloud network 
solution. From personal information of employees to a loss of intellectual 
property, the security threats are real, and they are evolving fast. While 
security risks in the cloud are the same as those faced by on-premises 
solutions, in the cloud, the security responsibility is shared between both 
parties. Dotting your i’s and crossing your t’s when planning your network 
defence is all well and good, but what if the management platform 
itself isn’t secure? If that’s tunnelling into your data centre, you’ve got the 
potential for a major vulnerability into the heart of your operations.

Data sovereignty
In a cloud environment, the question of data ownership is one that many 
organisations, and vendors, continue to grapple with. In particular, data 
sovereignty and the dangers of hosting data outside of Australia plays a key 
role in the cloud decision-making process. For the public sector this is a 
critical concern, in the private sector it’s often mandated. As cloud service 
providers have facilities all over the world – making each facility subject to 
the laws of the country in which it resides – it’s important to understand 
exactly how your data is stored, who owns it, how it moves and how is it 
protected, and to what end industry and compliance requirements are met. 

There’s also the question of what the cloud vendor is doing with your data. 
In some instances, vendors anonymise the data and use it as part of their 
own big data initiatives to extract insights and drive product development. 
Is that ok with your company?

As a result, many cloud vendors have established data centres within 
Australia and have clearly defined rules around data use. However, you can’t 
just assume that your particular solution, or instance, is connecting to the 
local site. Ask the questions and ensure you receive a detailed response. 
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Meticulous compliance
Many organisations, regardless of industry, operate under 
some form of regulatory control. For these companies it 
is imperative to remain compliant and have a complete 
handle on their data. Companies that hold sensitive 
information require a certain level of security and privacy 
that an on-premises environment provides. Before selecting 
a cloud model, its critical to scrutinise third-party providers 
and ensure they are up to code with your industry’s 
regulations. In addition, many cloud providers have a use-by 
date on the storage of data with some housing it for only 
3-months before it’s wiped. Whether driven by compliance
or reporting requirements, you need to be aware exactly
how long your data is being stored, and how you can back it
up if you need on-going access to it.

Protecting network data
Network data is often anonymised, with little identifying 
information attached. It includes information such as device 
configuration and historical network data – activities of 
switch ports, APs, connections, IP addresses, and location 
data for example. When weighing up the cost of data 
security, the value of protecting the data is often in the 
eye of the beholder with some organisation’s thresholds 
more giving than others. Defining the different tiers of 
data generated within your organisation and assigning 
appropriate security measures for each one is important – 
ensuring those expectations then align with your preferred 
vendor is critical. 
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Perception 4: 

The cloud  
is less secure

Ask yourself these questions:

If your data is highly sensitive, where will it be 
stored and is it protected?

For government agencies, will you continue 
to own your data, and can the vendor ensure 
adequate data security?

How long do you need to store data for, and are 
you equipped to back it up from the cloud?

Network data – including device configuration 
and performance insights – is often anonymised, 
with little identifying information attached. Is it 
as critical to protect as other information such 
as passwords and user information?

1

2

3

4

In a nutshell 
It’s not relevant to use a blanket 
statement such as “the cloud is less 
secure”. Because of the connectivity 
and mobility we all now demand, 
everything is less secure regardless 
of whether it resides on-premises 
or in the cloud. In essence, this 
point is less about the network 
management tool and more about 
the data that is collected as part 
of your network management 
operations. There are obviously ways 
to manage the risk of the cloud 
solution, but like any cloud decision, 
it comes down to your business and 
what controls you need to have in 
place for that data. That will then tell 
you where to focus.
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While we’d love to have a clear position on 
this, there are benefits to both cloud and 
on-premises managed network models. 
But just as it’s not strategically valid to jump 
on the cloud bandwagon because it will 
keep the budget in check, nor is it always 
the best decision to dismiss cloud based on 
unexamined security risks. For organisations 
weighing up their options, a thorough 
assessment of both is needed to ensure the 
selected solution aligns with actual business 
needs and objectives, the features required 
and your budget. From there, you can 
confidently decide on the best option. 

So, which is better –  
on-premises or cloud?
Let’s first look at the four perceptions we’ve discussed 
and see whether they give us a clear winner:

Perception 1: 

Cloud managed networks are cheaper 
I think we showed that this isn’t true as a general statement. In certain situations, or timeframes, 
it can be - but over the long term it isn’t. Price should never be a reason for choosing cloud.

Perception 2: 

Cloud equals better monitoring and user experience
The tools may be slicker and more intuitive, but does this mean better? While we don’t believe 
this statement to be true, overall, it’s probably a draw between cloud and on-premises here.

Perception 3: 

On-premises beats cloud for uptime and availability
There is a slight edge to on-premises in this area, but it’s not a knock-out blow. There are a 
number of risk mitigation strategies for cloud that make it a closer race.

Perception 4: 

The cloud is less secure
This one is about definitions again. The cloud definitely means you need to share control with 
a vendor, but that doesn’t automatically make it less secure. It’s more about the control of data 
and if that’s important, then on-premises has a definite advantage.
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Need help finding the most 
direct path from networking 
challenge to business value?

Matrix CNI is uniquely equipped to design, test, architect, 
deploy, and scale high impact networking solutions 
for every enterprise. Our real-world experience and 
unparalleled networking knowledge across education, 
health, government and enterprise organisations inform our 
solutions as we guide our customers towards cost-effective 
and technically future-proofed networks. 

Speak to a Matrix CNI expert about architecting a 
network solution built and scaled for the future.

1300 850 400 | info@matrixcni.com.au

www.matrixcni.com.au

Suite 1.03, Level 1 
13-15 Lyon Park Road 
Macquarie Park, NSW, 2113
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